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1.0 Purpose:

[bookmark: _GoBack]This SOP is to provide the requirements for logging incidents relating to system anomalies and problems regarding applications.

2.0 Scope:

This SOP applies to hardware and software problems that arise during development of applications and after installation into production.  

3.0 Responsibility:

The responsibilities for recording incidents are defined in SOP on Implementation Life Cycle." 

 It is the responsibility of management of the IT group and the validation group to ensure that this procedure is followed.

4.0 Reference:

	Title

	Validation Change Control SOP



5.0 Materials & Equipment:

Hardwares, Softwares, and other ICT infrastructrures

6.0 Definitions/Abbreviations:

Validation Group – the group responsible for ensuring that computer systems are implemented and maintained in a validated state.
IT Group – the group responsible for development, operation, and maintenance of computer systems.

7.0 [bookmark: _Toc145234947]Procedures:
7.1 [bookmark: _Toc145234229]Incident Log
Each production system or environment must have an incident log.  All reported problems (as identified on the Incident Report) must be logged.  Entries to the log should be made chronologically and should include, as a minimum, the following information:
1. Incident Identification number
2. Date of log entry
3. Date of disposition
Those responsible for maintaining the system or environment will maintain this log.
7.2 [bookmark: _Toc145234230]Notification
[bookmark: _Toc145234231]The validation group must be notified when a disposition requires changes to an application in production by forwarding a copy of the Incident Report.   This notification must normally occur prior to making the change to the system.  The validation group will then submit a “Validation Change Control” Form, which describes validation activities that must occur to effect the change, to the group responsible for the maintenance and upgrade of the system.  Changes made to validated applications must not be used in production until the “Validation Change Control” Form has been finally approved.  Under emergencies, changes may be made to the system prior to forwarding of the Incident Report


Incident Report
An "Incident Report" is the primary vehicle for recording and reporting problems affecting applications during development and after installation into production. The individual notified of the problem will initiate the creation of an incident report.  The individual responsible for the problem area will be responsible for its completion. 
The report must contain the following information: Identification number - a unique number must be maintained
1. Date of entry
2. Person identifying problem
3. Date of disposition/resolved
4. Description of the problem
5. Analysis of the problem (e.g., hardware-related, software-related, externally-caused)
6. Disposition/resolution (e.g., hardware replacement, program change, database structure or content change) 
7. Hardware, software and documentation affected
8. [bookmark: end]Author’s signatureHidden Text
 
7 Limitations:

	Key Limitations
	Consequences
	Control Measures

	
	
	




9.0   Associated Forms;

 	A1: 	Distribution Record; 

A2:	Change/Revision history;
	
	Rev. No.
	Effective date
	Page No.
	Reason for Change
	Description of Change

	
	
	
	
	



		A3:	List of Identified Officers to be trained on this SOP;

Only the copies of this document stamped “Controlled Copy” in RED shall be kept updated. Other copies are uncontrolled and may contain incorrect information.

This documented information is a property of (NMRA). Disclosure of the contents to any third party without written consent of the Organization is forbidden
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